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[COMPANY NAME]  –  POLICY
CYBER SECURITY POLICY
The simple steps we all take to protect our phones, computers, accounts and information from cyber attacks, scams and loss.
	Reference
	Version
	Date issued
	Review date

	ARB-POL-03
	2.0
	[DD/MM/YYYY]
	[DD/MM/YYYY]



	At a glance

	What it covers
	The office PC, laptops, company and personal phones used for work, tablets, the job app, email, banking, tender portals, the website and social media.

	Who it applies to
	Everyone who uses our devices, accounts or information, including subcontractors.

	The key rule
	Strong unique passwords with two-step login, updates on, devices locked and report anything odd straight away.

	Who to contact
	[Manager / Director name and phone]; IT support: [IT contact name and phone]

	Time to read
	About 15 minutes, plus the appendices.

	Where it is kept
	[Shared drive / HR app / office]. Reviewed every 12 months.



	Guidance for the business owner – remove before issue
The law (checked 24/09/2026). UK GDPR Article 32 and the Data Protection Act 2018 require "appropriate technical and organisational measures" to keep personal data secure. The Computer Misuse Act 1990 makes hacking and unauthorised access a crime. The NIS Regulations 2018 apply only to essential services and some digital service providers, not to a typical arb business. Sources: legislation.gov.uk, NCSC, IASME, UK Parliament, GOV.UK.
Coming: the Cyber Security and Resilience (Network and Information Systems) Bill. At Report stage in the House of Lords on 16 September 2026, so not yet law. It extends the NIS rules to managed IT service providers, data centres and critical suppliers to essential services. Most arb businesses will not be in scope, but your IT provider may be, and clients may ask more supply-chain security questions.
Cyber Essentials. The current requirements are "Cyber Essentials Requirements for IT Infrastructure v3.3" (for assessments started from 27 April 2026). The five controls are firewalls, secure configuration, security update management, user access control and malware protection. Under v3.3, multi-factor authentication is mandatory on cloud services, high and critical updates must be applied within 14 days, and personal devices that access work data are in scope. Certification (via IASME-licensed bodies) starts at £320 + VAT and is renewed yearly. Many tenders ask for it.
Who it applies to. Every business that uses computers, phones or online accounts, of any size. Tailor it by filling in the names and systems in [red], and delete this box before issue.
Arborella provides this template as documentation support. It is not legal advice or a substitute for professional IT security advice.



	This policy on one page
1. Use a different strong password for every work account, and turn on two-step login (MFA).
1. Lock your phone, tablet and the office PC. Keep crew phones on you or out of sight in the truck.
1. Install updates when they are offered.
1. Stop and check before you click a link, open an attachment or pay an invoice. Always phone to check any change of bank details.
1. Report a lost phone, a strange email you clicked or any odd activity straight away. You will not be blamed.



	1
	Why we have this policy
Section 1 of 10  ·  About 1 minute to read



1.1	We rely on phones, tablets, computers and online accounts every day: to quote, schedule crews, send job sheets, take payments and bid for work. A cyber-attack or a lost phone could stop us working, cost us money and expose our customers’ details.
1.2	This policy sets out the simple, practical steps we all take to protect our information and systems. It follows the National Cyber Security Centre (NCSC) Small Business Guide and the five Cyber Essentials controls.
1.3	Most attacks on small businesses are not clever. They rely on a weak password, a missed update, or someone clicking a link in a hurry. The steps in this policy stop most of them.

	2
	Who and what this policy covers
Section 2 of 10  ·  About 1 minute to read



2.1	This policy applies to everyone who uses our devices, accounts or information: directors, managers, Team Leaders, employees, apprentices, agency workers, subcontractors and consultants.
2.2	It covers:
1. the office PC, laptops and the office Wi-Fi and router;
1. company phones and tablets, including crew phones carrying job sheets and the job app ([Job App/CRM Name]);
1. personal phones used for work email, the job app or work messages;
1. online accounts: email, [accounts software], online banking, the website and social media, tender portals (for example [Constructionline, CHAS, council portals]), supplier accounts and the job app;
1. other connected kit: vehicle trackers, dashcams, CCTV, drones and any smart devices in the yard or office.
2.3	If you use your own phone for work, the same rules apply to the work apps and information on it.

	3
	The main risks for us
Section 3 of 10  ·  About 2 minutes to read



	Threat
	What it looks like in our business
	Our main defence

	Invoice and bank detail fraud
	A "supplier" or subcontractor emails to say their bank details have changed. Or a customer receives a fake invoice from a hacked email account.
	Always phone to check on a known number (Section 7).

	Phishing
	A fake Microsoft, DocuSign, HMRC or tender portal email asks you to "log in" to see a document.
	Stop, check, report (Appendix C). Multi-factor authentication.

	Lost or stolen phone or tablet
	A Team Leader’s phone with job sheets, gate codes and site photos goes missing from the truck.
	Screen lock, encryption, remote wipe (Appendix B).

	Ransomware
	The office PC is locked, and files are encrypted until a ransom is paid.
	Updates, anti-malware, backups kept separate.

	Account takeover
	A weak or reused password lets someone into email, a tender portal or social media.
	Strong unique passwords and multi-factor authentication.

	Shared logins and leavers
	A former employee can still log in to the job app or the group chat.
	Own logins for everyone; remove access on the last day.



	What this means for you
The office gets an email from your usual tree nursery: "We’ve changed banks – please pay this invoice for £4,850 to our new account." The email address looks right. Do not pay and do not reply to the email. Phone the nursery on the number you already have (not the one in the email) and check. Once money has gone to a fraudster’s account, it can be very hard to get back.



	4
	Passwords and accounts
Section 4 of 10  ·  About 2 minutes to read



4.1	You must:
1. use a different, strong password for every work account. Three random words is a good method, for example "BeechRopeKettle". Use at least 12 characters, or at least 8 if the account also has multi-factor authentication;
1. turn on multi-factor authentication (MFA), also called two-step verification, on every account that offers it. This is a must for email, banking, accounts software, the job app and tender portals;
1. use passkeys or a password manager ([company password manager]) where you can;
1. never share your password or MFA codes, including with colleagues. The office will never ask you for them;
1. use admin accounts only for admin tasks (installing software, changing settings), not for everyday email or browsing.
4.2	The office gives everyone their own login. When someone leaves, their access is removed on their last day, and shared passwords they knew (for example the Wi-Fi or a tender portal) are changed.
	5
	Phones, tablets and computers
Section 5 of 10  ·  About 3 minutes to read



5.1	Every device that holds work information must:
1. lock automatically with a PIN or password of at least 6 characters, a fingerprint or face ID;
1. install updates as soon as they are offered. Security updates must be installed within 14 days. Devices too old to get updates must be replaced or kept away from work data;
1. have anti-malware turned on (the built-in protection on Windows, macOS, iOS and Android is fine if it is switched on);
1. have "Find my device" turned on so it can be located, locked or wiped remotely;
1. use only apps from the official app store and software approved by [the Directors / IT contact].
5.2	Do not leave phones or tablets on the dashboard or seat of the truck. Keep them on you, or locked out of sight. Do not plug in unknown USB sticks or chargers.
5.3	The office PC must be locked when you walk away (press Windows key + L), and the router must have its default password changed and its firewall switched on.
	What this means for you
You are the Team Leader on a three-day site clearance. Your phone has today’s job sheets, the customer’s gate code, the site risk assessment and photos. When you go up the tree or leave the truck to fell, the phone goes in your jacket or in the locked cab, not on the tailgate. If it goes missing, ring the office straight away from a colleague’s phone so they can lock and wipe it before anyone gets into it.



	6
	Email, internet and working away from the office
Section 6 of 10  ·  About 2 minutes to read



1. Be suspicious of any unexpected email, text, WhatsApp or call, especially if it is urgent or asks you to log in, pay or open an attachment. Appendix C lists the warning signs.
1. Do not click links in messages about "your parcel", "your account", "a document shared with you" or "a tender update". Go to the website or app yourself.
1. Use work email for work. Do not forward work emails or customer details to personal email.
1. Avoid public Wi-Fi for banking, accounts or the job app. Use your phone’s mobile data or hotspot instead, or the company VPN [if you have one].
1. Store work files only on approved systems ([e.g. Microsoft 365 / Google Workspace / job app]), not on personal cloud accounts or USB sticks.
1. Think before posting on social media. Do not post photos showing customers’ addresses, gate codes, alarm panels or site plans.
	7
	Payments and bank details
Section 7 of 10  ·  About 1 minute to read



7.1	Fake invoices and changed bank details are a common way for businesses to lose money. So we always:
1. phone to check any request to change bank details, using a number we already hold, before any payment is made;
1. have a second person ([Director]) approve new payees and payments over [£amount];
1. check that invoices match an order or quote;
1. tell customers, on our invoices and quotes, that we will never change our bank details by email.
7.2	See our Fraud Prevention & Financial Integrity Policy (ARB-POL-06).

	8
	Backups and keeping the business running
Section 8 of 10  ·  About 1 minute to read



8.1	We back up important information (accounts, job records, customer records, H&S records, photos and tender documents) at least [daily / weekly], automatically where possible.
8.2	At least one backup is kept separate from the office PC and the main system, so ransomware cannot reach it: for example, a separate cloud backup or a drive that is unplugged after use.
8.3	We test that we can restore files at least every [6 months] and record the test.
8.4	If our systems go down, we can still work: the day’s job sheets are available offline on crew phones, and the office keeps a printed list of key phone numbers ([crews, IT support, bank, insurer]).

	9
	Reporting a cyber incident
Section 9 of 10  ·  About 2 minutes to read



9.1	Report straight away if you think something is wrong, for example: you clicked a link or entered your password on a strange page; a device is lost or stolen; files are locked or renamed; your account sends emails you did not write; or money has been paid to the wrong account.
9.2	You will not be blamed for reporting quickly. The sooner we know, the less damage is done.
What to do
	1
	Stop. Do not click anything else, do not turn the device off, and do not try to fix it yourself.

	2
	Disconnect the device from the internet (turn off Wi-Fi and mobile data) if it may be infected.

	3
	Tell [Manager / Director name and phone] and [IT contact name and phone] straight away, by phone.

	4
	If you entered a password, change it from another device, and change it anywhere else you used it.

	5
	If money has been paid, the office calls the bank immediately, then reports it to Report Fraud (0300 123 2040 or reportfraud.police.uk). For a live cyber-attack on the business, call 0300 123 2040 straight away (24 hours).

	6
	The office records the incident, checks whether personal data was affected, and decides with the data protection lead whether to tell the ICO within 72 hours (ARB-POL-04).



9.3	Forward suspicious emails to report@phishing.gov.uk and suspicious texts to 7726 (free). In Scotland, report crime to Police Scotland on 101.
	10
	Training, checks and review
Section 10 of 10  ·  About 1 minute to read



10.1	Everyone gets cyber security basics at induction and a short refresher at least once a year, for example a toolbox talk using Appendix C.
10.2	A Director checks the Cyber Essentials checklist (Appendix A) at least every [12 months], and after any incident or major change such as a new system or a new office.
10.3	[We hold / We are working towards] Cyber Essentials certification. [Certificate number and renewal date.]
10.4	We review this policy at least every 12 months, and after any serious incident or change in the law.
Who is responsible for what
	Who
	What they must do

	Directors
	Own this policy, fund security (updates, backups, MFA, Cyber Essentials), approve new systems and payments, and review the checklist every year.





	IT support ([IT contact name and phone])
	Set up devices and accounts securely, manage updates and backups, and help respond to incidents.


	Office / admin
	Give and remove access for starters and leavers, check bank detail changes by phone, and keep the incident log.

	Managers and Team Leaders
	Make sure crew phones and tablets are locked, updated and kept secure on site, and report losses straight away.

	Everyone
	Follow this policy, complete training, and report anything suspicious straight away.

	Subcontractors
	Protect any of our information or accounts they use, use their own logins, and tell us straight away of any loss or incident.



Evidence auditors may ask for
	Evidence to keep
	Where / how often
	✓

	Signed and dated copy of this policy
	Policy file – yearly
	☐

	Cyber Essentials (or Plus) certificate, or the completed Appendix A checklist
	Policy file – yearly
	☐

	List of devices and accounts, with who has access
	IT file – update when it changes
	☐

	Records of backup restore tests
	IT file – every [6] months
	☐

	Cyber incident log (even if empty) and lessons learned
	Confidential file – ongoing
	☐

	Training records (induction and toolbox talk sign-in)
	Training records – at induction and yearly
	☐

	Starter and leaver access checklist
	HR file – each starter and leaver
	☐



Appendix A – Cyber Essentials checklist
Based on the five Cyber Essentials controls (v3.3) and the NCSC Small Business Guide. Tick each item and note how you meet it or what needs doing.
	✓
	Control
	How we meet it / action needed

	1. Firewalls

	☐
	The office router’s default admin password has been changed, and its firewall is on.
	

	☐
	Laptops and PCs have their built-in firewall switched on.
	

	2. Secure configuration

	☐
	Unused software, apps and user accounts are removed.
	

	☐
	Every device needs a PIN, password or biometric to unlock (PIN or password at least 6 characters), and locks after no more than 10 wrong attempts.
	

	☐
	Auto-run is turned off, so files on USB sticks do not open by themselves.
	

	3. Security update management

	☐
	All devices and software are supported by the maker and still get updates.
	

	☐
	Automatic updates are on. High and critical updates are installed within 14 days.
	

	4. User access control

	☐
	Everyone has their own login. No shared accounts for email, the job app or tender portals.
	

	☐
	MFA is on for all cloud services: email, banking, accounts, job app, tender portals, website and social media.
	

	☐
	Passwords are at least 12 characters (or 8 with MFA), not reused, and default passwords are changed.
	

	☐
	Admin accounts are separate and used only for admin tasks.
	

	☐
	Leavers’ access is removed on their last day.
	

	5. Malware protection

	☐
	Anti-malware is on and up to date on every PC and laptop.
	

	☐
	Phones and tablets install apps from the official app store only.
	

	Also from the NCSC Small Business Guide

	☐
	Important data is backed up automatically, with one copy kept separate. A restore has been tested.
	

	☐
	"Find my device" and remote wipe are set up on all phones and tablets.
	

	☐
	Everyone has had phishing and invoice-scam awareness training in the last 12 months.
	



Appendix B – Lost or stolen phone or tablet
For crew phones, Team Leader phones and tablets with job sheets or the job app ([Job Appl/CRM Name]), and personal phones used for work.
	1
	Ring the office straight away, from a colleague’s phone if you need to: [Manager / Director name and phone]. Out of hours: [number].

	2
	The office locks and wipes the device remotely ([Find My iPhone / Google Find My Device / device management]).

	3
	The office signs the device out of the job app, email and other accounts, and changes the passwords.

	4
	The office tells the mobile network to block the SIM and reports a theft to the police (101) for a crime reference number.

	5
	The data protection lead checks what was on it (job sheets, gate codes, site photos, customer details) and decides whether it is a data breach to report to the ICO within 72 hours (ARB-POL-04, Appendix B). Tell customers if their gate or alarm codes may be exposed.

	6
	Record it in the incident log. Issue a replacement device, set up securely.



		Device and number
	

	Who had it
	

	Date and time lost, and where
	

	Locked / wiped (time)
	

	Accounts signed out and passwords changed
	

	Data breach assessment done (Y/N)
	

	Police reference (if stolen)
	






Appendix C – Phishing and invoice-scam warning signs
	Warning sign
	Example

	Urgency or pressure
	"Pay today or your account will be closed." "Tender closes in 1 hour – log in now."

	A change of bank details
	"We’ve moved banks, please use these new details for this and all future invoices."

	Unexpected log-in requests
	A "shared document" from Microsoft, Docusign or Dropbox that asks for your email password.

	Odd sender or links
	The name looks right but the address is slightly different (for example @arb0rsupplies.co.uk). Hover over a link to see where it really goes.

	A boss or client acting out of character
	A "Director" texts from a new number: "Can you buy gift cards / make a quick payment? I’m in a meeting."

	Too good to be true
	A big contract from a new "client" who wants you to pay a registration fee first.

	Fake HMRC, DVLA, bank or courier messages
	"You are due a tax refund." "Your parcel could not be delivered – pay £1.45."

	Requests for codes
	Anyone asking for a one-time code sent to your phone. Never share it – not even with the "bank".



	If you spot one: stop, check, report
1. Do not click, reply, pay or open attachments.
1. Check by phoning the person on a number you already have.
1. Forward suspicious emails to report@phishing.gov.uk and texts to 7726, then delete them.
1. If you clicked or entered details, tell [Manager / Director name and phone] straight away (Section 9).



Cyber incident log
	Date and time
	What happened
	Devices or accounts
	Personal data affected?
	Actions taken
	Closed (date)

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



	Policy statement
We are committed to protecting our customers’, staff and business information from cyber threats. We will keep our systems secure, train our people and respond quickly and openly to any incident.



Signed on behalf of [COMPANY NAME]. This policy is reviewed at least every 12 months.
	
	Director / Managing Director

	Name
	

	Signature
	

	Date
	



Related documents
	Reference
	Document

	ARB-POL-04
	Data Protection Policy

	ARB-POL-05
	Privacy Notice – Customers and Website

	ARB-POL-06
	Fraud Prevention & Financial Integrity Policy

	ARB-HR-002
	Employee Handbook (IT, phones and social media rules)

	[ref]
	Business Continuity Plan; IT and Communication Policy



Document control
	Document
	Cyber Security Policy (ARB-POL-03)

	Owner
	Company Director

	Approved by
	[Name, role]

	Status
	Controlled template – Live once approved

	Review
	At least every 12 months, and sooner if the law, guidance or the way you work changes



	Ver.
	Date
	Author
	Summary of changes

	1.0
	[DATE]
	[Initials]
	First edition created
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