[Insert Company Logo Here]						Data Protection Policy  |  COMPANY policy
[COMPANY NAME]  –  POLICY
DATA PROTECTION POLICY
How we collect, use, protect and delete personal information about staff, customers, subcontractors and anyone else – and what to do if something goes wrong.
	Reference
	Version
	Date issued
	Review date

	ARB-POL-04
	2.0
	[DD/MM/YYYY]
	[DD/MM/YYYY]



	At a glance

	What it covers
	All personal information we hold: on paper, phones, tablets, the office PC and in cloud apps. Includes customer addresses, gate codes, site photos and staff records.

	Who it applies to
	Everyone who works for us or on our behalf, including subcontractors.

	The key rule
	Collect only what we need, keep it safe, delete it on time, and report any loss straight away.

	Who to contact
	[Data protection lead name], [phone and email]

	Time to read
	About 20 minutes, plus the appendices.

	Where it is kept
	[Shared drive / HR app / office]. Reviewed every 12 months.



	Guidance for the business owner – remove before issue
The law (checked 24/09/2026). UK GDPR and the Data Protection Act 2018, as amended by the Data (Use and Access) Act 2025 (DUAA), plus PECR. Sources: legislation.gov.uk (DUAA 2025 and SI 2026/82), ICO guidance and news releases, GOV.UK "DUAA plans for commencement".
In force now: the "reasonable and proportionate search" rule for SARs (since 19 June 2025, backdated to 1 January 2024). From 5 February 2026: recognised legitimate interests, the new SAR time rules (the clock starts after ID or a fee is received and stops while you ask for clarification), new cookie exemptions for analytics and website appearance, changes to automated decision-making, and PECR fines raised to the UK GDPR level (up to £17.5 million or 4% of global turnover). From 19 June 2026: you must help people make data protection complaints (for example an electronic complaint form), acknowledge them within 30 days and respond without undue delay.
Coming: on 30 September 2026 the Information Commissioner’s Office becomes the Information Commission, with the same functions. Update the name at your next review. Check the ICO website for any change of contact details.
Who it applies to. Every organisation that uses personal data, of any size, including sole traders. Most businesses must also pay the ICO data protection fee (checked 24/09/2026): Tier 1 £52 (turnover up to £632,000 or no more than 10 staff), Tier 2 £78 (turnover up to £36 million or no more than 250 staff), with £5 off by direct debit. Exemptions are narrow: use the ICO fee self-assessment, especially if you use CCTV, dashcams or trackers. Most small arb businesses do not need a formal Data Protection Officer; name a data protection lead instead.
Tailor it. Fill in the names and systems in [red]. Check the table in Section 2 and the retention schedule (Appendix A) match what you actually hold. Periods marked "Recommended" are good practice, not law: decide them with your insurer. Write your short appropriate policy document for special category and criminal offence data (the ICO has a template). Delete this box before issue.
Arborella provides this template as documentation support. It is not legal advice.



	This policy on one page
1. Only collect the personal information we need for the job, and use it only for that.
1. Keep it safe: lock phones and the office PC, keep gate codes on the job sheet only, and keep paper out of sight.
1. Keep it only as long as the retention schedule says, then delete or shred it.
1. Report a lost phone, a misdirected email or any other breach to [Data protection lead name] straight away. We may have only 72 hours to tell the ICO.
1. Pass any request from someone about their data, or any complaint, to the office the same day. We have one month to reply.



	1
	Why we have this policy
Section 1 of 10  ·  About 1 minute to read



1.1	We hold personal information about the people we work with and for: our staff, customers, subcontractors, suppliers and neighbours of the sites we work on. We are committed to looking after it lawfully, fairly, openly and securely.
1.2	This policy explains how we do that, so that we meet UK data protection law (the UK GDPR and the Data Protection Act 2018, as changed by the Data (Use and Access) Act 2025) and the Privacy and Electronic Communications Regulations (PECR) for marketing, texts and cookies.
1.3	Most of it is common sense. Collect only what you need. Keep it safe. Do not keep it for longer than you need it. Tell us straight away if something goes wrong.

	2
	Who and what this policy covers
Section 2 of 10  ·  About 2 minutes to read



2.1	This policy applies to everyone who handles personal information for us: directors, managers, Team Leaders, employees, apprentices, agency workers, subcontractors, consultants and anyone else acting for us.
2.2	Personal data is any information about a living person who can be identified from it, directly or indirectly. It covers paper, computers, phones, tablets, cloud apps, photos, videos, voicemails and text messages.
2.3	Some personal data needs extra care. Special category data includes health, racial or ethnic origin, religion, trade union membership, sex life or sexual orientation, and genetic and biometric data. Criminal offence data (for example driving licence endorsements, or a criminal record declaration) also needs extra care.
	Whose data
	Examples in our business
	Where it is usually kept

	Customers
	Names, addresses, phone numbers, emails, gate codes, key safe and alarm codes, dogs on site, access notes, quotes, invoices, site photos.
	[Job management app, e.g. Connecteam], [accounts software], job sheets, phones.

	Staff and applicants
	Contracts, bank details, NI numbers, right to work checks, emergency contacts, training, medical and health surveillance records, driving licence checks.
	Personnel files, [payroll provider], confidential health file.

	Subcontractors
	Contact and bank details, UTR and CIS status, insurance, qualifications, right to work checks.
	Subcontractor file (ARB-HR-008).

	Neighbours and the public
	Names and addresses on neighbour letters, people or number plates caught in site photos, CCTV or dashcam footage.
	Job file, phones, CCTV and dashcam systems.

	Clients and suppliers (businesses)
	Contact names, work emails and phone numbers. Staff details we upload to tender portals (CVs, certificates).
	Email, [CRM or contacts], tender portal accounts.




	3
	The data protection principles
Section 3 of 10  ·  About 2 minutes to read



3.1	UK GDPR sets out seven principles. This is what they mean for us:
	Principle
	What it means for us

	1. Lawful, fair and open
	We have a lawful reason for everything we do with personal data (Section 4), and we tell people what we do in our privacy notices.

	2. Purpose limitation
	We use information only for the reason we collected it. A customer’s phone number is for their job, not for a crew member’s personal use.

	3. Data minimisation
	We collect only what we need. A quote needs a name, address and contact details, not a date of birth.

	4. Accuracy
	We keep records up to date and correct mistakes quickly.

	5. Storage limitation
	We keep information only as long as the retention schedule (Appendix A) says, then delete or shred it.

	6. Security
	We protect information with locked devices, strong passwords, multi-factor authentication and locked cabinets (see our Cyber Security Policy, ARB-POL-03).

	7. Accountability
	We can show we follow these rules: this policy, our records of what data we hold, training records, the breach log and the request log.



	4
	Our lawful reasons for using personal data
Section 4 of 10  ·  About 3 minutes to read



4.1	We only use personal data where we have a lawful basis. For most of our work, it is one of these:
	What we do
	Lawful basis

	Quoting for and doing the work a customer asks for; invoicing
	Contract

	Payroll, tax, CIS, right to work checks, accident records, health surveillance required by law
	Legal obligation

	Before-and-after work photos, CCTV at the yard, dashcams and vehicle trackers, chasing unpaid invoices
	Legitimate interests (we record our reasoning and check it is fair to the people involved)

	Sharing information with the police to prevent or detect crime, or with the emergency services in an emergency
	Recognised legitimate interests (a list set by law, in force since 5 February 2026) or vital interests

	Using photos where a customer’s property can be recognised in marketing; marketing emails and texts to private customers
	Consent (or the "soft opt-in" for existing customers, with an easy way to opt out)



4.2	Where we rely on consent, it must be freely given, recorded and as easy to withdraw as to give.
4.3	For special category and criminal offence data we also need a condition under Article 9 or 10 of the UK GDPR and Schedule 1 of the Data Protection Act 2018. For staff, this is normally the employment condition (for example for medical questionnaires, HAVS and hearing health surveillance, and driving licence checks). We keep a short "appropriate policy document" explaining this.
	What this means for you
You finish a crown reduction and take before-and-after photos for the job file. That is fine. If the customer’s house, children or car number plate can be seen, do not post the photos on social media or the website unless the office has the customer’s written consent. Crop or blur where you can.



	5
	Keeping information safe
Section 5 of 10  ·  About 3 minutes to read



5.1	Everyone must:
1. lock phones, tablets and the office PC with a PIN, password or fingerprint, and never share them;
1. keep gate codes, key safe codes and alarm codes only on the job sheet or job app for that job. Never write them on the van whiteboard or share them in a group chat;
1. keep paper job sheets out of sight in the van, and bring them back to the office when the job is finished;
1. use only company-approved apps and accounts for work (not personal email or personal WhatsApp for customer details, unless the Directors have approved it);
1. check the email address before you send, and use "Bcc" when emailing a group of customers;
1. lock away paper personnel and health records, and keep health records separate from the personnel file;
1. shred paper records and securely wipe old phones and computers before disposal.
	What this means for you
Your Team Leader’s phone holds the day’s job sheets: customer names, addresses, gate codes and site photos. If it is left on the dashboard of an unlocked truck and goes missing, that is a data breach. Keep the phone locked, on you or out of sight, and report a loss straight away so the office can wipe it remotely (see ARB-POL-03, Appendix B).



	6
	Sharing personal data
Section 6 of 10  ·  About 2 minutes to read



6.1	We only share personal data where there is a lawful basis, and only what is needed. We never sell personal data.
6.2	We share information with organisations that help us run the business (for example our accountant, payroll provider, insurers, IT and software providers, and our job management app). Where they act on our behalf, we have a written contract with them that meets UK GDPR Article 28.
6.3	When we apply to the council for works to trees protected by a Tree Preservation Order or in a conservation area, the application is usually published on the council’s website. We tell customers this before we apply.
6.4	When we upload staff CVs, qualification certificates or CSCS cards to a tender portal or send them to a client, we send only what the tender asks for and tell the staff member.
6.5	We only transfer personal data outside the UK where the law allows it, for example to a country covered by UK adequacy regulations or with approved safeguards such as the International Data Transfer Agreement. We check where our cloud providers store data.
	7
	Keeping and deleting records
Section 7 of 10  ·  About 1 minute to read



7.1	We keep personal data only as long as we need it. Appendix A is our retention schedule. It shows how long we keep each type of record and why.
7.2	When the period ends, we delete electronic records (including copies on phones, in email and in shared folders) and shred paper records. A Director checks this at least once a year.
7.3	If there is a legal claim, an investigation or an audit, we may keep the relevant records for longer until it is resolved.

	8
	People’s rights and requests
Section 8 of 10  ·  About 3 minutes to read



8.1	People have rights over their personal data: to be told what we do with it, to have a copy (a subject access request, or SAR), to have it corrected, to have it deleted in some cases, to restrict or object to how we use it, to move it to another provider, and to withdraw consent. They can always tell us to stop sending marketing.
8.2	A request does not have to be in writing or use any special words. It could be a phone call to the office, an email, or a customer saying to a Team Leader on site: "I want to see everything you’ve got on me."
8.3	We must reply within one calendar month of receiving the request. The time does not start until we have any ID we reasonably need. If we need to ask what information they want, the clock stops until they reply. We can extend by up to two more months if the request is complex or there are several requests from the same person. We only need to make reasonable and proportionate searches. A SAR is normally free.
8.4	Since 19 June 2026 we must also help people who want to complain about how we use their data. We acknowledge complaints within 30 days and investigate and reply without undue delay. People can then complain to the Information Commissioner’s Office (ICO).
If someone asks about their data
	1
	Be polite. Do not argue, promise anything or hand over information on the spot.

	2
	Note their name, contact details, what they asked for and the date and time.

	3
	Pass it to [Data protection lead name] the same day. The one-month clock has already started.

	4
	The office follows the SAR procedure in Appendix C and logs the request.



	9
	Data breaches – what to do
Section 9 of 10  ·  About 3 minutes to read



9.1	A personal data breach is any loss, theft, damage, or unauthorised access to or sharing of personal data. It can be accidental.
	Examples of data breaches
1. A Team Leader’s phone or a tablet with job sheets is lost or stolen.
1. An email with a customer list or a payslip goes to the wrong person.
1. Someone clicks a phishing link and the office email account is taken over.
1. Paper job sheets with gate codes blow out of the truck, or a folder is left on site.
1. The office PC is hit by ransomware, or a laptop is stolen from the yard.
1. A group chat with customer details is shared with someone who has left.



How to report a breach
	1
	Tell [Data protection lead name] immediately, by phone, whatever the time. Do not wait until you have all the facts.

	2
	If safe to do so, contain it: for example, ask the wrong recipient to delete the email, or ask the office to lock and wipe a lost phone.

	3
	Do not try to investigate or cover it up. You will not be blamed for reporting honestly and quickly.

	4
	The data protection lead follows the first-hour checklist in Appendix B and records the breach in the breach log.

	5
	If the breach is likely to put people’s rights at risk, we tell the ICO within 72 hours of becoming aware of it. If the risk to people is high, we also tell them without undue delay.



	10
	Training, new systems and review
Section 10 of 10  ·  About 1 minute to read



10.1	Everyone is told about this policy at induction and in a yearly toolbox talk or briefing. Office staff who handle requests get extra training.
10.2	Before we bring in a new system or way of working that uses personal data (for example a new job app, vehicle trackers, CCTV or body-worn cameras) we think about privacy first ("data protection by design"). Where it is likely to be high risk, we do a data protection impact assessment first.
10.3	We review this policy at least every 12 months, and after any serious breach or change in the law.
Who is responsible for what
	Who
	What they must do

	Directors
	Own this policy, pay the ICO fee, provide the resources, approve new systems and review the policy every year.

	Data protection lead ([Data protection lead name])
	First point of contact. Handles requests, complaints and breaches, keeps the logs and the retention schedule, and decides with the Directors whether to report a breach to the ICO.

	Office / admin
	Keep records accurate and secure, send privacy notices, follow the retention schedule and manage who has access to which systems.

	Managers and Team Leaders
	Make sure crews keep job sheets, phones and site photos secure. Pass on requests, complaints and breaches the same day.

	Everyone
	Follow this policy, complete training and report breaches straight away.

	Subcontractors
	Use our customers’ details only for our jobs, keep them secure, delete them when the job is done, and tell us of any breach straight away.



Evidence auditors may ask for
	Evidence to keep
	Where / how often
	✓

	Signed and dated copy of this policy
	Policy file – yearly
	☐

	ICO data protection fee registration (certificate or reference number)
	Office file – renew yearly
	☐

	Privacy notices for staff and for customers (ARB-POL-05)
	Website and HR file – yearly
	☐

	Record of what personal data we hold, where and why (Section 2), and the appropriate policy document
	Policy file – yearly
	☐

	Retention schedule (Appendix A) and evidence of yearly deletion
	Policy file – yearly
	☐

	Breach log and request / complaint log, even if empty
	Confidential file – ongoing
	☐

	Contracts with processors (payroll, IT, job app)
	Office file – when signed
	☐

	Training records (induction and toolbox talk sign-in)
	Training records – at induction and yearly
	☐



Appendix A – Retention schedule
How long we keep common records in an arb, tree surgery or landscaping business. "Recommended" means good practice, not a legal minimum. Periods in [red] are for the owner to confirm. Sources checked 24/09/2026.
	Record
	How long we keep it
	Why / source

	Money, tax and payroll

	Payroll and PAYE records (pay, deductions, SSP, SMP and other statutory payments)
	3 years after the end of the tax year they relate to
	HMRC (GOV.UK). Keep longer if needed for company accounts.

	CIS records (verifications, deductions, monthly returns)
	3 years after the end of the tax year they relate to
	HMRC Compliance Handbook CH14700

	Limited company accounting records (invoices, receipts, bank statements, accepted quotes)
	6 years from the end of the last company financial year they relate to
	GOV.UK

	Sole trader or partnership business records
	At least 5 years after the 31 January submission deadline for that tax year
	GOV.UK

	Pension auto-enrolment records
	6 years (opt-out notices: 4 years)
	The Pensions Regulator

	Staff and recruitment

	Right to work check copies (staff, and subcontractors from 1 October 2026)
	Length of the work plus 2 years
	Home Office code of practice

	Holiday records
	6 years
	Employment Rights Act 2025 (from 6 April 2026)

	Personnel file (contract, training, development, disciplinary)
	6 years after employment ends
	Recommended (time limit for contract claims)

	Unsuccessful job applicants
	[12] months after the decision
	Recommended. Tribunal time limits rise to 6 months from 1 October 2026.

	Driving licence checks
	Latest check while the person drives for us; delete older checks
	Recommended

	Health and safety

	Accident book and RIDDOR records
	At least 3 years from the date of the entry
	RIDDOR 2013 reg 12; Social Security (Claims and Payments) Regulations 1979 reg 25

	Serious injury records, and injuries to under-18s
	[At least 6 years; for under-18s until they are at least 21]
	Recommended (personal injury claim time limits). Ask your insurer.

	Health surveillance health records (HAVS, hearing)
	At least while you employ the worker; [longer, on insurer advice]
	HSE. Ill-health claims can arise years later.

	COSHH health surveillance records
	At least 40 years
	COSHH Regulations 2002 (HSE)

	Medical (fitness for work) questionnaires
	Employment plus [6] years, in a separate confidential file
	Recommended

	Customers, jobs and sites

	Quotes not accepted
	[12] months
	Recommended

	Job records, site risk assessments, site photos, tree survey reports
	[6] years after the job
	Recommended (time limit for contract claims). Ask your insurer about longer periods.

	Gate codes, key safe and alarm codes
	Delete from phones, job sheets and messages when the job ends
	Recommended

	CCTV and dashcam footage
	[30] days, unless needed for an incident or claim
	Recommended

	Marketing contact lists
	Until the person opts out (keep a short "do not contact" list)
	PECR / ICO guidance

	Waste transfer notes
	2 years
	GOV.UK (waste duty of care)

	Hazardous waste consignment notes
	3 years
	GOV.UK

	Data protection records

	SAR, rights request and complaint log
	[6] years after the request is closed
	Recommended

	Breach log
	[6] years
	Recommended (UK GDPR Article 33(5) requires a record)



Appendix B – Data breach: the first hour
For the data protection lead. Work down the list. Tick as you go and write the time.
	✓
	Action
	Time

	First 15 minutes

	☐
	Get the facts from the person reporting: what, when, whose data, how many people.
	

	☐
	Contain it: lock or wipe the lost device, change passwords, recall or ask for deletion of the email, recover paper.
	

	☐
	Write down the time you became aware. The 72-hour clock starts now.
	

	Within the first hour

	☐
	Tell a Director.
	

	☐
	If it is a cyber-attack, disconnect affected devices from the internet and call your IT support. For a live attack call Report Fraud on 0300 123 2040.
	

	☐
	Check what data was involved: gate codes, bank details, health records or ID documents raise the risk.
	

	☐
	Start an entry in the breach log below.
	

	Within 72 hours

	☐
	Assess the risk to the people affected. Use the ICO breach self-assessment tool if unsure.
	

	☐
	If it is likely to put people’s rights at risk, report it to the ICO (online, or by phone on 0303 123 1113). Report what you know; you can add more later.
	

	☐
	If the risk is high, tell the people affected without undue delay, in plain words, with what they should do (for example change a gate code).
	

	☐
	If gate or alarm codes were exposed, tell the customers so they can change them.
	

	Afterwards

	☐
	Record what you decided and why, even if you did not report it.
	

	☐
	Fix the cause and share the lesson in a toolbox talk.
	



Breach log
	Date and time found
	What happened
	Whose data and how many
	Risk: low, medium or high
	ICO told? Date
	People told? Date
	Action taken

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



Appendix C – Subject access request (SAR) procedure
For the data protection lead. A SAR is when someone asks for a copy of the personal data we hold about them.
	1
	Log it the day it arrives. Record the date received and work out the deadline: the same date next month (the next working day if that is a weekend or bank holiday).

	2
	Check ID if you need to. Only ask for ID if you are not sure who they are. The clock starts when you receive it.

	3
	Clarify if needed. If you genuinely need to know what they are asking for, ask straight away. The clock stops until they reply.

	4
	Search. Make reasonable and proportionate searches: job app, accounts, email, phones, shared folders, paper files, CCTV and dashcam.

	5
	Check before you send. Remove other people’s personal data (for example other customers or staff) unless they agree or it is reasonable to include it. Take advice if unsure.

	6
	Reply by the deadline, securely, in a common format. Include a copy of the data and the information in our privacy notice (why we use it, who we share it with, how long we keep it, and their rights).

	7
	Need more time? If it is complex, tell them within the first month that you are extending (by up to two more months) and why.

	8
	Close it. Record what you sent and when. Keep the log for the retention period.



	Tip
A SAR is normally free. You can only charge a reasonable fee, or refuse, if a request is manifestly unfounded or excessive, or for extra copies. Take advice before refusing.



Request and complaint log
		Received
	Name and contact
	Type of request
	ID or clarify?
	Due by
	Replied
	Notes

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	






	Policy statement
We are committed to protecting the personal data of everyone we work with and for. We will handle it lawfully, fairly, openly and securely, and we will be honest and quick to act if something goes wrong.



Signed on behalf of [COMPANY NAME]. This policy is reviewed at least every 12 months.
	
	Director / Managing Director

	Name
	

	Signature
	

	Date
	



Related documents
	Reference
	Document

	ARB-POL-03
	Cyber Security Policy

	ARB-POL-05
	Privacy Notice – Customers and Website

	ARB-HR-002
	Employee Handbook (including staff privacy information)

	ARB-HR-004 / 010 / 011 / 012
	Right to Work Record; Medical and Health Surveillance Questionnaires

	ARB-HR-008
	Subcontractor Onboarding Checklist

	[ref]
	Appropriate policy document; CCTV and vehicle tracking policy



Document control
	Document
	Data Protection Policy (ARB-POL-04)

	Owner
	Company Director

	Approved by
	[Name, role]

	Status
	Controlled template – Live once approved

	Review
	At least every 12 months, and sooner if the law, guidance or the way you work changes



	Ver.
	Date
	Author
	Summary of changes

	1.0
	[DATE]
	[Initials]
	First edition created
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