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[COMPANY NAME]  –  POLICY
FRAUD PREVENTION & FINANCIAL INTEGRITY POLICY
How we protect the business, our clients and each other from fraud, theft, scams and dishonest records.
	Reference
	Version
	Date issued
	Review date

	ARB-POL-06
	2.0
	[DD/MM/YYYY]
	[DD/MM/YYYY]



	At a glance

	What it covers
	Fraud, theft and false records, and scams from outside (for example fake invoices and bank detail change emails).

	Who it applies to
	Everyone who works for us or on our behalf, including subcontractors.

	The key rule
	Be honest in every record and claim. Never change bank details or pay a new account without a call-back check.

	Who to contact
	[Manager / Director name and phone]

	Time to read
	About 15 minutes, plus the appendices if you handle payments.

	Where it is kept
	[Shared drive / HR app / office]. Reviewed every 12 months.



	Guidance for the business owner – remove before issue
The law (checked 24/09/2026).
1. Fraud Act 2006. Fraud by false representation (s2), failing to disclose information (s3) and abuse of position (s4). Maximum 10 years in prison. The Theft Act 1968 covers theft and false accounting (s17). These apply to everyone, and to businesses of any size.
1. Failure to prevent fraud (Economic Crime and Corporate Transparency Act 2023, s199), in force since 1 September 2025. A large organisation commits an offence if an employee, agent or other associated person (which can include a subcontractor) commits a specified fraud intending to benefit it or its clients. The only defence is having reasonable fraud prevention procedures. The penalty is an unlimited fine.
1. Who it applies to (s201). Only "large organisations" meeting two or more of these in the previous financial year: more than 250 employees, more than £36 million turnover, more than £18 million balance sheet total. Most arb and landscaping SMEs are not caught by this offence.
1. Why it still matters for SMEs. Fraud itself is still a crime. Large clients, councils and principal contractors that are caught by s199 will expect their supply chain to have controls like these, and tender questionnaires increasingly ask. Most importantly, the controls stop you losing money.
1. The identification doctrine change. Since 26 December 2023 (ECCTA s196), a company or partnership of any size can be guilty of an economic crime, including fraud, committed by a senior manager acting within their actual or apparent authority. Section 250 of the Crime and Policing Act 2026 replaced s196 and extended this to all criminal offences from 29 June 2026. A senior manager is anyone who plays a significant role in making decisions about, or managing, the whole or a substantial part of the business. In a small firm that can include an operations or contracts manager, not just Directors. This rule has no "reasonable procedures" defence.
1. Bank refunds for scams. Since 7 October 2024, banks must usually refund authorised push payment (APP) scams up to £85,000, but only for individuals, charities and microenterprises (fewer than 10 staff and turnover or balance sheet of no more than €2 million). Claims must be made within 13 months. Larger firms are not covered.
1. Reporting. Action Fraud was replaced by Report Fraud (0300 123 2040, reportfraud.police.uk) in December 2025.
Sources: legislation.gov.uk (Fraud Act 2006; ECCTA 2023 ss196, 199, 201); GOV.UK "Economic Crime and Corporate Transparency Act 2023: guidance to organisations on the offence of failure to prevent fraud" (Home Office); Payment Systems Regulator APP reimbursement pages; reportfraud.police.uk. The Crime and Policing Act 2026 commencement was checked against published legal commentary; check legislation.gov.uk for the final text.
Tailor it. Set your own authorisation limits and two-person threshold in Section 4 (these are the most important part). Check the risk table in Appendix B matches your business: delete what you never do (for example cash jobs) and add anything specific to you. Fill in every [red] item and delete this box before issue.
Arborella provides this template as documentation support. It is not legal advice.



	This policy on one page
1. We never tolerate fraud, theft or false records – from anyone, at any level.
1. Every job, sale, purchase and payment is recorded and approved properly.
1. Never change bank details or pay a new account without a call-back to a number we already hold.
1. Records (timesheets, inspections, LOLER, training) are filled in honestly, at the time.
1. Report anything suspicious straight away. You do not need proof, and you will be protected.



	1
	Why we have this policy
Section 1 of 9  ·  About 1 minute to read

	1.1	We are committed to honesty in everything we do. We have a zero-tolerance approach to fraud, theft and dishonest records. This protects our business, our clients, our jobs and each other.



1.2	Fraud means using deception, or abusing a position of trust, to gain money or an advantage, or to cause someone else a loss. It includes lying (in words, an email or a document), deliberately keeping quiet about something you should disclose, and misusing a role that gives you access to money, fuel, kit or records.
1.3	Fraud is a crime under the Fraud Act 2006. Theft and false accounting are crimes under the Theft Act 1968. A company can also be guilty of fraud committed by one of its senior managers.
1.4	This policy sets out how we prevent fraud, how we spot it, and what to do if you are worried about it.

	2
	Who this policy applies to
Section 2 of 9  ·  About 1 minute to read

	2.1	Everyone who works for us or on our behalf: Directors, Managers, Team Leaders, employees, apprentices, agency workers, subcontractors, consultants and volunteers.



2.2	It matters most for anyone who handles money, fuel cards, bank access, trade accounts, timesheets, quotes, tenders or inspection records.
2.3	We expect our suppliers and subcontractors to meet the same standards. Our Subcontractor Agreement (ARB-HR-007) tells them so.

	3
	What fraud looks like in our work
Section 3 of 9  ·  About 2 minutes to read

	3.1	In an arb or landscaping business, fraud usually looks like this:



1. false expense, mileage or fuel claims, or using a fuel card for a private vehicle;
1. adding hours to a timesheet, or signing in for someone who is not on site;
1. taking or selling timber, logs, chip, tools, fuel or materials without permission;
1. using company kit or vehicles for private work without permission;
1. fake or inflated invoices from a supplier or subcontractor, or kickbacks for choosing them;
1. scam emails that change a supplier’s bank details (invoice or mandate fraud);
1. charging a client for work not done, or for more hours, arisings or plant than were used;
1. false statements in a tender, such as claiming accreditations, insurance or qualifications we do not hold;
1. falsifying LOLER, PUWER, inspection, maintenance or training records, or hiding any of the above.
	What this means for you
A client on a reduction job says: "Keep the oak logs, mate." The logs belong to the job, not to you personally. Tell the office, which records it and decides what happens to them.
You forget to do the pre-use check on the chipper and later fill in the sheet as if you had. That is a false record. It is also dangerous. Tell your Team Leader you missed it and do the check now. An honest mistake owned up to is not fraud; covering it up can be.



	4
	Our financial controls
Section 4 of 9  ·  About 2 minutes to read  ·  Office, Managers and Directors

	4.1	These controls are the heart of this policy. They make fraud harder to commit and quicker to spot. Each one is listed below with what we do.



	Control
	What we do

	Authorisation limits
	Team Leaders can approve spending up to £[100]. Managers up to £[1,000]. Anything above £[1,000] needs a Director.

	Two-person rule
	New payees, bank detail changes and any payment over £[5,000] need two people: one sets it up and a different person approves it.

	Bank detail changes
	Never changed on the strength of an email, letter or invoice alone. Always checked by a call-back to a number we already hold (Appendix A).

	Quotes and invoices
	Every job has a quote or work order and is invoiced from the accounting system. No handwritten or "cash price" invoices.

	Cash
	Cash is receipted, recorded against the job and banked in full within [2] working days. We do not pay wages or subcontractors in cash.

	Fuel cards and trade accounts
	Issued to named people and vehicles only. Statements are checked every month against mileage, telematics and job records.

	Timesheets and expenses
	Approved by the Team Leader or Manager. Expenses need a receipt. Mileage is checked against job locations.

	Kit and stock
	Recorded on the Equipment Register (ARB-EQ-000) and checked at least every [6 months]. Timber and chip sales are invoiced.

	Records
	Inspection, LOLER, training and maintenance records are completed at the time, by the person who did the work, and never altered afterwards.

	Monthly review
	A Director reviews the bank reconciliation, unusual payments, credit notes and write-offs every month.



4.2	Nobody should be the only person who can set up, approve and pay the same transaction. In a very small team, a Director must at least review each month what was paid, and to whom.

	5
	Fake invoices, bank detail changes and scam emails
Section 5 of 9  ·  About 2 minutes to read  ·  Everyone who handles payments

	5.1	The most expensive fraud for small firms usually comes from outside. A criminal pretends to be a supplier, subcontractor, client or Director and asks for money to be sent somewhere new.



5.2	Warning signs include a new bank account, an urgent or secret request, a slightly different email address, a change of tone, or pressure to "just get it paid today".
5.3	Banks must usually refund push payment scams up to £85,000 only for individuals, charities and very small firms (microenterprises). Larger businesses are not covered, and nobody gets money back if it is not reported quickly. Prevention is far cheaper.
	What this means for you
An email arrives that looks like it is from your usual chipper hire firm: "We have changed banks. Please pay this month’s invoice to the new account below." Do not pay it and do not reply to the email. Ring the hire firm on the number already in our records, not the one in the email, and follow Appendix A.
A text from "the boss" says: "In a meeting, need you to buy £500 of gift cards for a client, send me the codes." This is a scam. Directors will never ask for this. Call the Director on their usual number.



	6
	What we expect from you
Section 6 of 9  ·  About 2 minutes to read

	6.1	You must:



1. be honest in all your work, records, timesheets and claims;
1. follow our quoting, invoicing, purchasing and payment procedures every time;
1. look after company money, fuel cards, vehicles, tools and kit;
1. tell your manager about any conflict of interest, for example if a supplier is a friend or relative;
1. never accept gifts or favours in return for work (see ARB-POL-01);
1. co-operate fully with any investigation; and
1. report any concern straight away. You do not need proof.
	Warning signs – stop and report
1. A supplier or subcontractor asks to be paid into a new or personal account.
1. An invoice is for work, plant or materials you did not see on site.
1. Fuel card use at odd times, in odd places, or for more fuel than the vehicle holds.
1. Kit goes missing, or turns up for sale online.
1. Someone refuses to take holiday or let anyone else see their paperwork.
1. Records that look copied, backdated or filled in all at once.



	7
	How to report a concern
Section 7 of 9  ·  About 1 minute to read  ·  Everyone



	1
	If money is about to go, or has just gone, act now. Stop the payment if you can and tell [Director name, phone] immediately. The bank must be called straight away.

	2
	Do not confront anyone, and do not try to investigate it yourself.

	3
	Write down what you saw: who, what, when, where and how much. Keep any emails, texts or documents. Do not forward suspicious emails to anyone except as instructed.

	4
	Tell [Manager / Director name]. If the concern is about them, go to [second contact] or use our Whistleblowing Procedure (in the Employee Handbook, ARB-HR-002).

	5
	We will look into it fairly and confidentially, and tell you what happens where we can.



7.1	You will not be treated unfairly for raising a genuine concern, even if it turns out to be wrong. Whistleblowing law protects you when you report wrongdoing that you reasonably believe is in the public interest.
7.2	Fraud and cybercrime can also be reported to Report Fraud (the service that replaced Action Fraud) on 0300 123 2040 or at reportfraud.police.uk. In Scotland, call Police Scotland on 101. If a crime is happening now, call 999.

	8
	What happens next
Section 8 of 9  ·  About 1 minute to read

	8.1	A Director leads the response using our Fraud Response Plan (Appendix C). The aim is to stop any loss, protect evidence, treat people fairly and learn from what happened.



8.2	Any investigation is fair, proportionate and confidential. Anyone accused has the right to explain their side, under our Disciplinary Procedure (ARB-HR-002).
8.3	Breaking this policy may lead to disciplinary action (up to dismissal), ending a subcontract or supply agreement, recovering losses, and reporting to the police, Report Fraud or HMRC.

	9
	Checking it works
Section 9 of 9  ·  About 1 minute to read  ·  Directors

	9.1	A Director reviews our fraud risks (Appendix B), controls and this policy at least every 12 months, and after any fraud, near miss, new system or change in the law.



9.2	Everyone is told about this policy at induction. We repeat the key points in a yearly toolbox talk, including how to spot scam emails and bank detail changes.
9.3	We keep a confidential log of every concern raised and what we did about it.
Who is responsible for what
	Who
	What they must do

	Directors
	Own this policy and lead by example. Set authorisation limits, approve unusual payments, review the bank every month and lead any fraud response.

	Managers and office / accounts
	Run the financial controls. Verify new suppliers and every bank detail change. Check fuel cards, expenses and timesheets.

	Team Leaders
	Approve timesheets honestly, look after kit and fuel cards on their crew, make sure records are completed properly on site, and pass on any concern.

	Everyone
	Be honest, follow the procedures, protect company property and report concerns.

	Subcontractors
	Invoice only for work actually done, use the bank details we have verified, and report any concern to us.



Evidence auditors may ask for
Constructionline Gold, CHAS, SafeContractor and Arboricultural Association assessors, and tender evaluators, may ask to see:
	Evidence to keep
	Where / how often
	✓

	Signed and dated copy of this policy
	Policy file – yearly
	☐

	Fraud risk assessment (Appendix B), reviewed and dated
	Policy file – yearly
	☐

	Written authorisation limits and two-person rule
	Finance file – when changed
	☐

	Bank detail change log (Appendix A)
	Finance file – every change
	☐

	Monthly fuel card and bank reconciliation checks
	Finance file – monthly
	☐

	Staff briefing or toolbox talk sign-in on fraud and scams
	Training records – induction and yearly
	☐

	Supplier and subcontractor checks
	Subcontractor file (ARB-HR-008)
	☐

	Concerns raised and how they were dealt with
	Confidential concerns log
	☐



	A
	Appendix A: Bank detail change check
Use every time  ·  Office / accounts

	Use this for any request to change a supplier’s, subcontractor’s or employee’s bank details, and before the first payment to any new payee. It stops invoice fraud, mandate fraud and fake supplier emails.



	1
	Do not act on the request itself. An email, letter, invoice or phone call is not enough, even if it looks genuine or comes from an address you know.

	2
	Call back on a number you already hold, from our records, an earlier contract or their official website. Never use a number, link or contact given in the request.

	3
	Speak to someone you know at the company, and ask them to confirm the change, the new sort code and account number, and the reason. Read the details back.

	4
	Check the account name. Use Confirmation of Payee when setting up the payee. If the bank says "no match" or "close match", stop and check again.

	5
	A second person approves the change in the banking system. Record it in the log below.

	6
	Send a small test payment if the amount is large, and ask the payee to confirm they received it before paying the rest.



	Stop if you see any of these
1. Pressure to pay urgently, or a request to keep it secret.
1. An email address that is slightly different (for example a missing letter, or .co instead of .co.uk).
1. A new account in a different name, or overseas.
1. The person you call back has not heard of the change.



Bank detail change log
	Date
	Payee
	Asked by / how
	Number called
	Confirmed by
	Checked
	Approved

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	B
	Appendix B: Fraud risk assessment
Review every 12 months  ·  Directors

	Our main fraud risks and how we control them. Rate each risk for your business and add any others.



	Risk area
	What could go wrong
	How we control it
	Risk (H/M/L)

	Fuel cards
	Fuel for private vehicles or jerry cans, cards shared or used at odd times, fuel resold.
	Named cards with PIN and vehicle limits. Monthly check against mileage, telematics and jobs. Receipts kept.
	[ ]

	Timber, logs and chip
	Logs or timber from a job sold privately for cash. Chip sold and not invoiced.
	Arisings belong to the business unless the client keeps them. All sales invoiced. Stock at the yard recorded.
	[ ]

	Cash jobs
	Cash taken and not recorded or banked. "Cash price, no invoice" deals.
	Every job quoted and invoiced. Cash receipted and banked in full. See ARB-POL-07.
	[ ]

	Fake invoices from subcontractors
	Invoices for days not worked, for a subcontractor who does not exist, or inflated by an insider.
	Invoices checked against job records and Team Leader sign-off. Subcontractors set up and verified (ARB-HR-008).
	[ ]

	CIS
	False UTR or CIS status given. Payments made to a different person from the one verified.
	Verify every subcontractor with HMRC before first payment where CIS applies. Pay only to the verified account.
	[ ]

	Expenses and timesheets
	False mileage, meals or hours. Buddy signing in. Overtime not worked.
	Receipts required. Team Leader approval. Spot checks against job sheets and telematics.
	[ ]

	Tender fraud
	False claims about accreditations, insurance, experience or staff. Bid-rigging with competitors.
	A Director checks and signs every tender. Evidence attached to each claim. See ARB-POL-01 on competition law.
	[ ]

	Kit theft and resale
	Saws, climbing kit, hedge cutters or trailers "lost" and sold online. Kit used for private work.
	Equipment Register (ARB-EQ-000) with serial numbers and marking. Regular stock checks. Private use needs written permission.
	[ ]

	Invoice and mandate fraud
	Scam email changes a supplier’s bank details. Fake invoice sent that copies a real supplier.
	Call-back check on every change (Appendix A). Two-person approval. Staff training on scam emails.
	[ ]

	Trade accounts and purchasing
	Personal purchases on company accounts. Kickbacks from suppliers.
	Named users, order numbers, monthly statement checks. Gifts policy (ARB-POL-01).
	[ ]

	False records
	LOLER, inspection, training or maintenance records filled in without the check being done.
	Records completed at the time by the person who did the work. Spot checks by Managers.
	[ ]



	C
	Appendix C: Fraud response plan
When fraud is suspected  ·  Directors

	Follow these steps in order. Keep a dated note of each action.



	1
	Stop the loss. If money has been sent, call your bank’s fraud line straight away (or 159, which connects you to most UK banks). Freeze fuel cards, trade accounts or system access if needed.

	2
	Protect the evidence. Keep emails (do not delete them), invoices, statements, CCTV, telematics and records. Note dates and times.

	3
	Do not tip anyone off and do not confront the person suspected. Keep the circle small: only those who need to know.

	4
	Decide who leads. A Director who is not involved leads. If a Director may be involved, [second Director / external adviser] leads.

	5
	Report it. Report to Report Fraud (0300 123 2040) or the police. Tell your insurer promptly, as most policies require early notice. Get a crime reference number.

	6
	Check other duties. If personal data was exposed, you may need to report to the ICO within 72 hours (ARB-POL-04). If a client’s money or site is affected, tell them. Tax issues may need your accountant or HMRC.

	7
	Investigate fairly. Follow the Disciplinary Procedure (ARB-HR-002) for employees, or the Subcontractor Agreement (ARB-HR-007). Take advice before any suspension or dismissal.

	8
	Recover and learn. Seek to recover losses. Update the risk table (Appendix B), fix the control that failed, and brief the team.



Fraud response log (confidential)
	Date
	What was found
	Action taken
	Reported to (ref)
	Lessons / control changed

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	Policy statement
We are committed to preventing, detecting and dealing with fraud in every part of our business. We expect honesty from everyone who works for us or with us, and we will act on every genuine concern.



	Signed on behalf of [COMPANY NAME]. This policy is reviewed at least every 12 months.
	
	Director / Managing Director

	Name
	

	Signature
	

	Date
	






Related documents
	Reference
	Document

	ARB-POL-01
	Anti-Bribery, Corruption & Competition Law Policy

	ARB-POL-03
	Cyber Security Policy

	ARB-POL-04
	Data Protection Policy (UK GDPR)

	ARB-POL-07
	Tax Evasion Prevention Policy

	ARB-HR-002
	Employee Handbook (Whistleblowing and Disciplinary Procedures)

	ARB-HR-007 / 008
	Subcontractor Agreement and Onboarding Checklist

	ARB-EQ-000
	Equipment Register and Defect Log

	[ref]
	Purchasing and financial procedures
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	Fraud Prevention & Financial Integrity Policy (ARB-POL-06)
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	Company Director

	Approved by
	[Name, role]

	Status
	Controlled template – Live once approved

	Review
	At least every 12 months, and sooner if the law, guidance or the way you work changes
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	First edition created
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